Air Force Information Warfare Definitions and Corresponding Validated Requirements

Click on the desired link to see the associated requirements.  

CI- Counterintelligence (CI) protects operations, information systems, technology, facilities, personnel, and other resources from illegal clandestine acts by foreign intelligence services, terrorists groups, and other elements.

CNA- Computer Network Attacks (CNA) are operations conducted using information systems to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.

CND- Computer Network Defense (CND) is actions taken to plan and direct responses to unauthorized activity in defense of Air Force information systems and computer networks.

EW- Electronic Warfare (EW) is any military action involving the use of electromagnetic or directed energy to manipulate the electromagnetic spectrum or to attack an adversary.
IA- Information Assurance (IA) comprises those measures to protect and defend information and information systems by ensuring their availability, integrity, authenticity, confidentiality, and nonrepudiation (ability to prove sender’s identity and prove delivery to recipient).
INT- Integration captures those needs that impact all elements of Information Warfare.
MD- Military Deception misleads adversaries, causing them to act in accordance with the originator’s objectives.  Deception operations span all levels of war and can include, at the same time, both offensive and defensive components.

OPSEC- Operations Security (OPSEC) is a Defense Counterinformation function that helps prevent our adversaries from “gaining” or “exploiting” any unclassified information about our operations.

PATK- Physical Attack disrupts, damages, or destroys adversary targets through destructive power.

PA- Public Affairs (PA) Operations can contribute to global influence and deterrence by making foreign leaders aware of US capabilities and by countering enemy propaganda with the truth.

PSYOP- Psychological Operations seeks to induce, influence, or reinforce the perceptions, attitudes, reasoning, and behavior of foreign leaders, groups, and organizations in a manner favorable to military objectives. (An operational discipline that targets the mind of the adversary.)

	COUNTERINTELLIGENCE                                                                                      Top

	Requirement ID

(IW-CI-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified counterintelligence need.

	06-01
	Create an expert cadre of Air Force Office of Special Investigations (AFOSI) agents to support Information Warfare/Information Operations (IW/IO).

	06-02
	Identify and detect the foreign intelligence and security service (FISS) threat.

	06-03
	Neutralize and disrupt unauthorized access to Air Force Systems.

	06-04
	Protect and defend USAF information systems.

	06-05
	Detect adversary efforts to acquire DOD critical technologies.

	06-06
	Detect threats.

	06-07
	Enhance Air Force Office of Special Investigations (AFOSI) ability to integrate with the operational IW community in a wartime environment.

	06-08
	Integrate Air Force Office of Special Investigations’ (AFOSI’s) counter intelligence capabilities into the war planning function.

	06-09
	Identify weaknesses in requester’s Operations Security (OPSEC) program.

	06-10
	Identify, detect, and influence an adversary’s capability to collect intelligence.

	06-11
	Protect USAF vital information and facilities.

	06-12
	Identify and analyze probes to critical USAF networks.

	COMPUTER NETWORK ATTACK                                                                         Top

	Requirement ID

(IW-CNA-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Computer Network Attack need.

	06-01
	Target Access: Access to an adversary’s information, information systems and information processes to support computer network attack.

	06-02
	Preparation and Planning Intelligence: Operational and tactical intelligence to support acquisition and planning for computer network attack weapons.

	06-03
	Intelligence for execution:

	06-04
	Target Folders: computer network attack target folder development and production.

	06-05
	Relevant Computer Network Attack Weapons: Develop, acquire, maintain and sustain operationally relevant computer network attack weapons.

	06-06
	Effectiveness Measures: computer network attack munitions effectiveness models and simulation systems to support computer network attack planners and analysts.

	06-07
	Test Range: A computer network attack test range.

	06-08
	Standard Operational Procedures and Tactics, Techniques and Procedures: Approved common operations, tactics and procedures to conduct information attack.

	06-09
	Training Program: Establish a program to provide educated, trained and experienced computer network attack professionals.

	06-10
	Exercises: Integrate computer network attack into established joint and USAF exercises.

	06-11
	Planning Process: An automated, distributive, collaborative, interoperable planning process for computer network attacks.

	COMPUTER NETWORK DEFENSE                                                                       Top

	Requirement ID

(IW-CND-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Computer Network Defense need.

	06-01
	Intrusion detection.

	06-02
	Countermeasures for defensive counter-attack.

	06-03
	Battle damage assessment (BDA).

	06-04
	Computer Network Defense (CND) concept exploration.

	06-05
	Situational awareness/common operational picture (COP).

	06-06
	Train computer network defense (CND) operators.

	06-07
	Organize computer network defense (CND) resources and personnel.

	06-08
	Equip computer network defense (CND) operators.

	06-09
	Positive identification of individual intruders/threats.

	06-10
	Identify adversary computer network attack (CNA) capabilities.

	06-11
	Detect and identify insider threats.

	06-12
	Dynamic mapping of Air Force systems and connections.

	06-13
	Dynamic performance monitoring of systems and connections.

	ELECTRONIC WARFARE                                                                                        Top

	Requirement ID

(IW-EW-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Electronic Warfare need.

	06-01
	Improve Situational Awareness by improving detection and warning capability against radio frequency, infrared, electro-optical, and directed energy weapon (RF/IR/EO/DEW/MMW/Laser threats.)

	06-02
	Improve counter measures against advanced radio frequency, infrared, electro-optical, and directed energy (RF/EO/IR/DEW/MMW threats for self protection.)

	06-03
	Improve Non-Lethal suppression of enemy radio frequency fire control systems.

	06-04
	Improve our ability to destroy space threat systems.

	06-05
	Maintain and improve electronic warfare (EW) support systems.

	06-06
	Reduce RF/EO/IR/acoustic signatures of air vehicles.

	06-07
	Improve countermeasures against EW/GCI/ACQ/space surveillance systems.

	06-08
	Improve our ability to rapidly reprogram electronic warfare  systems.

	06-09
	Improve our ability to measure electronic warfare (EW) system mission readiness at the unit level.

	06-10
	Improve electronic warfare (EW) modeling and simulation.

	06-11
	Improve electronic warfare (EW) mission planning and decision tools.

	06-12
	Improve integration and interoperability of friendly forces in the electromagnetic (EM) spectrum.

	06-13
	Improve ability to counter enemy jamming systems.

	06-14
	Improve exploitation of enemy emissions.

	06-15
	Reduce on board electromagnetic (EM) emissions to preclude enemy exploitation.

	06-16
	Improve combat survivability through training.

	06-17
	Improve electronic warfare (EW) training.

	06-18
	Improve directed energy (DE) weapons.

	06-19
	Improve electronic warfare (EW) training for senior officers.

	INFORMATION ASSURANCE                                                                                 Top

	Requirement ID

(IW-IA-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Information Assurance need.

	06-01
	Crypto modernization to protect pilots and other war fighters using information for combat.

	06-02
	Improve the restoration and redundancy of information and information systems.

	06-03
	Improve the physical protection and reliability of information and information systems.

	06-04
	Capability to deny unauthorized personnel the ability to assume the identity of an authorized user.

	06-05
	Protection of sensitive-but-unclassified (SBU) information and information protected by law.

	06-06
	Configuration management (CM) and data base management (DBM) for USAF software systems.

	06-07
	Independent testing of new or modified Operating System (OS) software.

	06-08
	Provide an audit trail containing the identification of all senders and receivers of information.

	06-09
	Guidance document, procedures and technology on USAF systems to interact with joint, allied and coalition partners.

	06-10
	Improve wireless and non-wireless data and information throughput to support information availability.

	06-11
	Detect any modification or alteration of information transmitted between users and within stored data.

	06-12
	Provide warning and appropriate response if unintended users receive information when unintended receipt occurs.

	06-13
	Provide notification to the sender if information is received or not received.

	06-14
	Provide identification of sender to recipient.

	INTEGRATION                                                                                                            Top

	Requirement ID

(IW-INT-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Integration need.

	06-01
	Establish Air staff Information Warfare (IW) functional manager (Three digit).

	06-02
	Provide Full spectrum intelligence surveillance and reconnaissance (ISR) support to Information Warfare (IW).

	06-03
	Provide operational level capability to plan, execute, and assess Information Warfare (IW) operations.

	MILITARY DECEPTION                                                                                           Top

	Requirement ID

(IW-MD-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Military Deception need.

	06-01
	Intelligence support for operational deception:  intelligence feedback process.

	06-02
	Intelligence support for operational deception:  how information reaches the adversary decision maker.

	06-03
	Intelligence support for operational deception:  details classified.

	06-04
	Shortened timeline for theater/campaign operational military deception planning and coordination.

	06-05
	Direction from senior leader during deliberate and crisis action military deception (MD) planning.

	06-06
	Aircrew combat search and rescue (CSAR) deception capability.

	OPERATIONS SECURITY                                                                                        Top

	Requirement ID

(IW-OPSEC-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Operations Security need.

	06-01
	Full-spectrum future communication system self-monitoring:  voice communications.

	06-02
	Full-spectrum future communication system self-monitoring:  digital communications.

	06-03
	Expand OPSEC training requirements for military and civilian accession programs to provide in-depth coverage of OPSEC.

	06-04
	Provide Operations Security (OPSEC) centralized control, integration, deconfliction, and an Air Force OPSEC strategy.

	06-05
	Establish dedicated Operations Security (OPSEC) training programs and funding.

	06-06
	Periodic Operations Security (OPSEC) refresher training.

	06-07
	Operations Security (OPSEC) requirements placed into contracts.

	06-08
	Full-spectrum future computer system self-monitoring.

	06-09
	Improve USAF infrastructure to employ sustained Operations Security (OPSEC) monitoring and employ counter-measures.

	06-10
	Equipment support for Operations Security (OPSEC) officers.

	06-11
	Establish dedicated Operations Security (OPSEC) training programs and funding:  Information Warfare Flights.

	06-12
	Establish dedicated Operations Security (OPSEC) training programs and funding:  Evaluation Team Members.

	06-13
	Self-monitoring capability in future communication and information transferring systems.

	06-14
	Establish dedicated Operations Security (OPSEC) evaluation manpower, equipment and funding.

	06-15
	Avoid cellular telephone geo-location.

	06-16
	Avoid rental vehicle geo-location.

	06-17
	Sharing and cross-referencing Critical Information Lists (CILs) between units and commands.

	06-18
	Deny adversary capability to perform Network Operations and Security Center (NOSC) traffic analysis.

	06-19
	Deny adversary capability to perform telecommunications traffic analysis.

	PUBLIC AFFAIRS OPERATIONS                                                                            Top

	Requirement ID

(IW-PA-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Public Affairs Operations need.

	06-01
	Integrate Public Affairs training with Information Operations doctrine and tasks.

	06-02
	Build global Public Affairs community’s real-time ability to communicate with Information Warfare community and other staff functions in the classified environment.

	06-03
	Integrate and operationalize Public Affairs and Information Operations capabilities at Air Force component level.

	06-04
	 Obtain improved Public Affairs capability to distribute Public Affairs products-- video, text, and images form point of origin to point of release and distribution (normally from overseas to continental United States). 

	06-05
	Improved ability to assess effectiveness of Public Affairs operations.

	06-06
	Obtain capability for Public Affairs community to centrally store and access background information, stories and working files on media queries and reporters.

	06-07
	Integrated Public Affairs objectives with Commander in Chief theater objectives and commander’s intent.

	06-08
	Integrate Public Affairs in operational plans, supported by robust rules of engagement to allow Public Affairs operators to tell the Air Force story when deployed.

	06-09
	Obtain ability to survey various audiences to measure strategic communication effectiveness.

	PHYSICAL ATTACK                                                                                                  Top

	Requirement ID

(IW-PATK-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Physical Attack need.

	06-01
	Improve Intelligence, Surveillance and Reconnaissance (ISR) support to Information Warfare flight physical attack planners.

	06-02
	Field a multi-level security Information Warfare planning system for physical attack.

	06-03
	Need-assured robust communications for Information Warfare attack planning, execution, and assessment.

	06-04
	Need a revised/updated Information Warfare training curriculum to improve combat exercise and simulation training capability.

	02-04
	Improve combat exercise and Modeling and Simulation (M&S) to enhance Information Warfare training capability.

	PSYCHOLOGICAL OPERATIONS                                                                          Top

	Requirement ID

(IW-PSYOP-N-)
	Sub-requirement (Mission Need) Title

	06-00
	Unspecified Psychological Operations need.

	06-01
	Policy, procedures and guidance necessary to integrate PSYOP-trained personnel into joint air and theater campaign planning/targeting.

	06-02
	Service and Joint training regiment tailored to aerospace PSYOP’s requirements/core competencies.

	06-03
	Billets for PSYOP war fighters, intelligence support/reach back, and development of technical infrastructure.

	06-04
	Interoperable analysis, planning, and targeting tools.

	06-05
	Access to PSYOP hostile threat and targeting databases.

	06-06
	Coordination with theater counterparts to facilitate activity/mission deconfliction and synchronization.

	06-07
	Model-based decision support tools/methodology capable of predicting/measuring the effectiveness of PSYOP applications and strategies in the battlespace.

	06-08
	Modeling and simulation for the up building and maintenance of Measures of Effectiveness (MOEs).

	06-09
	Measure of Effectiveness (MOE) software applications.

	06-10
	Tailored intelligence support to conduct/adjust aerospace PSYOP activities in the context of changing battle space conditions.

	06-11
	PSYOP mission intelligence production and dissemination capabilities.

	06-12
	Technical infrastructure of automated system-support of platforms, tools, databases, and telecommunications.

	06-13
	Advanced PSYOP delivery platforms/systems.

	06-14
	Precision delivery of PSYOP products/messages.

	06-15
	Weapon systems survivability.

	06-16
	Insufficient number of PSYOP delivery platforms/systems.


